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Confidential Information Security Plan (CISP)
 
1st Stop Recovery, Inc. takes the security of confidential information very seriously.  1st Stop Recovery, Inc. recognizes confidential information as (1) nonpublic personal information, as defined by Federal Trade Commission 16 CFR Part 313, (2) customer information, as defined in Federal Trade Commission 16 CFR Part 314, (3) consumer information, as defined in Federal Trade 
Commission 16 CFR Part 682 and, (4) our clients’ proprietary information when communicated to 1st Stop Recovery, Inc. as such. 
 
In an effort to safeguard all confidential information, 1st Stop Recovery, Inc. has created this Confidential Information Security Plan (CISP).  This CISP addresses 1st Stop Recovery, Inc. physical security, electronic security and incident response as outlined here. 
 
Physical Security Measures 
a. Location Measures:   
1st Stop Recovery, Inc. is located at: 
6241 Thomas Rd 
Ft Myers, Fl. 33912
These premises are in an industrial park, near the end of a dead end road.  There is no regular access to the property other than through this road.  
i. The premises are securely locked.  
ii. There are two levels of keys.  Keys to the front door are held by 1st Stop Recovery, Inc. management, as well as supervisory level employees.  Keys to secure zones are held only by 1st Stop Recovery, Inc. management.   
iii. In the event that a key is lost or unaccounted for, all building locks are changed. 

		    b. Employee Measures:   
1st Stop Recovery, Inc. takes significant effort to ensure that confidential information is not compromised by employees. 
i. All 1st Stop Recovery, Inc. employees are subject to a background check. 
ii. All 1st Stop Recovery, Inc. employees have read, understood and signed an Agreement of Trust and Confidentiality.  
iii. Terminated 1st Stop Recovery, Inc. employees are escorted from the premises and their electronic accounts are closed.  If they had personal property in their workspace, that property is secured by an Operations Manager and sent to the employees’ home address. 
c. Information Access Measures:   
[bookmark: _Hlk496533308]1st Stop Recovery, Inc. ensures that paperwork with confidential information is tracked and managed appropriately. 
i. Files, notes and documents are kept in designated work areas. 
1. Files, notes and documents are not removed from the 1st Stop Recovery, Inc. premises 
2. Files, notes and documents are available to 1st Stop Recovery, Inc. employees only as may be necessary in the performance of their duties. 
3. Files, notes and documents are not available to 1st Stop Recovery, Inc. field staff.  Field agents are provided with only the information required to identify and recover the collateral. 

 
Electronic Security Measures 
a. Data Management Software:   
1st Stop Recovery, Inc. utilizes Recovery Database Network software system for the processing and security of electronic files containing confidential information.   
b. Email Systems:   
Email systems are monitored by electronic and manual methods.  Messages containing key words are flagged for review and correspondence by employees is spot checked for inappropriate use of the system as well as improper use of data. 
c. Network Systems:   
1st Stop Recovery, Inc.’s internal network systems run on Microsoft Server and require regular password changes to prevent unauthorized direct access. 
 
Incident Response Plan 
a. Initial Assessment: 
Determine if there is an incident or not. 1st Stop Recovery, Inc. will take initial steps to determine if there is an actual incident or a false positive. 
b. Communicating the incident:   
Facts of the incident are communicated to the 1st Stop Recovery, Inc. President and Operations Managers. 
c. Containing the damage and minimizing the risk:   
Any 1st Stop Recovery, Inc. employee(s) potentially involved in the incident 
shall be immediately suspended and required to leave the premises.  Physical notes and/or files in use shall be secured by an Operations Manager.  Computers involved shall be secured by a member of the 1st Stop Recovery, Inc. management staff. 
d. Identifying the type and severity of the compromise:   
An Operations Manager shall investigate and review all notes and files to determine the exact information compromised.  Also, 1st Stop Recovery, Inc. shall try to determine how any compromised information may have been used. 
e. Protecting evidence:   
Physical notes and files, as well as computers involved shall be relocated to locked storage to protect them from tampering. 
f. Notifying external agencies:   
Notification shall be made to the client whose data has been compromised within 24 hours.  Additionally, appropriate notification shall be made to any federal, state, or local law enforcement agency having jurisdiction over such incidents. 
g. Assessing incident damage:   
1st Stop Recovery, Inc. shall work with the client and law enforcement to assess the full damage of any security breach and work to effect reasonable repairs. 
h. Reviewing the response and updating policies:    
After any incident, 1st Stop Recovery, Inc. shall review it’s response and make appropriate changes to policies to prevent any further breach.  1st Stop Recovery, Inc. will also make any necessary changes to this Incident Response Plan. 
i. Location of business continuation: 
If it is necessary to relocate to a new location based on the severity of the compromise, the relocation area would be in the industrial park in Ft Myers, Fl.  
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